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#3 VPS: 2 vCPU, RAM 8GB, HDD 500GB,
Ubuntu 18, 1 static IP

#(01 Server, core i7, RAM 32G, GPU

GeForce RTX 1080T
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@02 dau doc QR code
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1. Upon completing an encounter, the EHR saves data locally, prepares a C-CDA version of

Figure 4. Architecture and data flow for the EHR with built-in blockchain client (option 1).
the encounter data, and transfers it to the built-in blockchain client.

2. The built-in blockchain client encrypts the document using the patient's public key and
connects to the blockchain to transinit the document,

3. The C-CDA document, along with metadata about the document’s source and subject, is
cominitted as a transaction to the blockchain. The nodes of the blockchain network use a
consensts algorithm to determine the transaction’s validity, and when a quorum of nodes
agrees to the change, it is permanently committed to the public ledger.

4. The blockchain stores all documents for all patients.

5. The PHR client is able to connect to the blockchain and downlond all documents for the
patient. The documents are decrypted using the patient’s private key.

6. The patient is able to view the documents and share them with other providers.

# Nguon: Ivan D. Moving, toward a blockchain-based method
for the secure storage of patient records, 2016
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TRONG QUAN LY KET QUA XET NGHIEM SARS-COV-2 CHO NGUOI XUAT CANH
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1. Dang ky xét nghiém
-Cach 1: Quét ma QR/truy cap »| 2.0t mS QR xac nhan d3ng ki il ’3';§::‘1 Hr:;ueu chi dinh trén phan

website ntp.covidpass.vn
2. Cach 2: Dién phiéu gidy

v

5. Thanh toan chi phi xét nghiém » 6.L&y mau

7. Dua két qua xét nghiém én
phan mém HIS
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8. In phi€u két qua, trinh ky, dua
Ién blockchain storage network
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Ludng di¥ liéu (dataflow)

LUU PO DU LIEU - DATAFLOW

DATABASE KET
NOI

APl KETNOI chuyén dit liéu hanh
chinh ngudi xét nghiém vé
DATABASE KET NOI - chudn héa
dir liéu

DATABASE HIS

API DANGKY chuyén di¥ liéu hanh
chinh ngudi xét nghiém tir
DATABASE KET NOI vao DATABASE
HIS chay trén Oracle 19

v

Thanh toan chi phi xét nghiém

v

L&y mau, xi* Iy trén may xét
nghiém

v

Dua két qua xét nghiém Ién phan
mém HIS

\ 4
in phi€u két qua, trinh ky, dua lén
blockchain storage network (chi
nhitng trwdng hop am tinh)

BLOCKCHAIN -
VNBLOCKCHAIN

.

Nhitng noi 6 yéu cdu sé
truy cdp théng tin dua trén
blockchain storage
network theo QR code
hodc nhén dién khudng
mat
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Budce 1: Sau khi xac nhan thdong tin bénh
nhan tai trang website admin covidpass
nhan nat “Phé duyét ho so”

Budc 2: Hé thong website covidpass truyén
params (ho tén, ho chiéu, CMND,...) vao
API

Budc 3: API kiém tra thong tin dir liéu phi
hop véi viée dang Ky chua (néu khong phu
hop chuyén dén budc 6)

--------------

——————————————

Budc 4: API Ivu trir dit liéu tai may chu

chira API

Budc 5: API thuc hién viéc dang ky vao btk :
HIS IR '
Budc 6: API tra lai thong tin két qua cho

website covidpass

Budc 7: Website covidpass nhan két qua tir

API va hién thi thong bao.
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@ Barcode lién két
voi HIS (HIS
khong sir dung
QRCode), chi
can quét code 13
hién thi khach
hang trén HIS

@ ntp.covidpass.vn

@ @ 4 "3") BLOGKGHAIN c
‘.24 CORPORATION

XAC NHAN THONG TIN DANG KY

https://Intp.covidpass.vn/info/86s5fxH8

( Ma QRCode dudc dung trong qud trinh xét nghiém nén ngusi
di xét nghiém can luu lgi mé nay )

Mang ma QR nay kém vé may bay, hé chiéu va Visa khi dén
bénh vién lam tha tuc. Thai gian tra két qua du kién: 16 gis
chiéu ngay hém sau.

ang ky trén ing dung web —
rﬁ% e ..,__;;.,:;zw},-_

1903

PHIEU YEU CAU XET NGHIEM SARS-CoV-2
(SARS-CoV-2 TESTING REQUISITION)

1. Thang tin khi

Ho v tén (Customer's name):
Negdy sinh (Datc of birth):

gyt

Nm-mmm.u,, . MONh..... yCU........
Ky tén (Signature)




N

® D1t liéu tu
“Database
Két no1”

duoc dua
vao phan
mém HIS

Chi dinh trén phan mé

NS




Tra két qua xét nghiém — Do

N

VNBLOCKCHAIN xay dwng

@ HIS xuat File excel két qua
va duogc upload Ién
blockchain data base, s€
hién thi theo thiét ké cua
VNBLOCKCHAIN

BANG TNG HOP XET NGHEM SARS-CoV-2 - 850 cin tning k8
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AA & ntp.covidpass.vn

© Tiéng viéet =

n PEEN S <% VIETNAM
@ a 4 3 » BLOCKCHAIN
¥’ S¥ KN4 . . CORPORATION

Chdao mung ban dén véi Covid Pass

Hé sd xét nghiém Covid-19 xdc thuc bang
cdng nghé Blockchain

© Tiéng viét <

= [PEN ~* VIETNAM +
m @ 43+ BLOCKCHAIN ({,
¥ ¥ gua .’ corroraTion &

B Lich sir ddng ky
Phiéu dang ky xét nghiém
(* Théng tin bét budc)
P Théng tin khdch hang

Ho va tén (%)
S8 hd chiéu (*)

CMND/CCCD

Ngay sinh (*)

Gidi tinh (*)
Nam

Quéc tich (*)

Viét nam
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Nhap s6 dién thoaqi dé xdc thuc

" GUi ma xdc thuc

14:28

AA @ staging.covidpass.credential.asia
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N @ .°. CORPORATION

Gdi ma xdc thuc OTP
( Vui long ddi khodng 10 gidy dé nhdn ma OTP )

GUi lgi ma OTP
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@ staging.covidpass.credential.asia

BLOCKCHAIN (+ CovidPass.vn
CORPORATION

g chi xét nghiém

xét nghiém

lién théng

€167891*Mvtpul Hx*2021-07~
12T01:38:03.7267*NEGATIVE*NGUYEN-TRI-PHUONG-

Ngi thuc hién

[ 4

Bénh vién Nguyén Tri Phuong

© 468 Nguy&n Trai, Phudng 8, Quan 5, TP.HCM
U 4N 20T - 08 - 73077307

»
@ BLOCKCHAIN ("' CovidPass.vn
CORPORATION

- > ' 4 -~
Chirng chi xét nghiém
Ddy la xdc nhan blockchain cho két qua xét nghiém
clia s8 ho chiéu C567891
Chumg chi c6 hiéu luc véi cdc hé thdng lién théng

C567891*GEIoUzCj*2021-07~
08T02:40:49.079Z*NEGATIVE*NGUYEN-TRI-PHUONG-
HOSPITAL*0x58ba46f1a8297b398f0ca4a38ece 1450267
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BNRA0E - ARl 29%8

2<%, VIETNAM
4 % » BLOCKCHAIN
w»-« CORPORATION

Xdc thuc théng tin

c 1: Trich xu@t tif ma QR

NGi xét nghiém
NGUYEN-TRI-PHUONG-HOSPITAL
H u/cmnd/cced: C5678900
byCnTRu4
an xét nghiém
2021-07-12T07:50:29.747Z
Két qua xét nghiém
AM TINH (NEGATIVE)
ID minh ching Blockchain
0x58e4de39050c0214ff9b896917304bee721
7f9c373b575e5¢c49b4be7c2dd3d3d

Q Budc 2: Tinh todn gid tri bdm

- Dung ham bam keccak256 véi thong tin trich
xuat
keccak256(C5678900*byCnTRu4*2021-07-
12T07:50:29.747Z*NEGATIVE*NGUYEN-TRI-
PHUONG-HOSPITAL)

- Théng tin gia tri bam
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